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Abstract

The proliferation of the Internet of Things (IoT) brings convenience to life, but also creates other se-
curity concerns due to the nature of open deployment and wireless of IoT devices. Traditional encryption
standards are difficult or impossible to implement in resource-constrained devices, and even if they do, their
performance may be unacceptable, so the development of lightweight cryptographic algorithms that can be
executed in resource-constrained devices is necessary and urgent. The National Institute of Standards and
Technology (NIST) of the United States therefore officially solicited lightweight cryptography algorithms in
2018, and is expected to complete the establishment of lightweight cryptography standards in 2022. The pur-
pose of this paper is to explain the limitations of traditional cryptographic algorithms on resource-constrained
devices, the focus of lightweight cryptographic algorithm requirements, and the development of NIST’s cur-
rent lightweight cryptography standards. The lightweight encryption algorithm ASCON is implemented as an
example to illustrate how to implement an algorithm that conforms to the lightweight cryptography standards
in an IoT application to protect the security of message transmission in the IoT.

Keywords: IoT security, cryptography standards, lightweight cryptography, IoT encryption, resource-con-
strained devices
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defascon_encrypt(key, nonce, associateddata, plaintext):
S=10,0,0,0, 0] # initial state
ascon_initialize(S, key, nonce)
ascon_process_associated data(S, associateddata)
ciphertext = ascon_process_plaintext(S, plaintext)
tag = ascon_finalize(S, key)

return ciphertext + tag
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def'ascon_decrypt(key, nonce, associateddata, ciphertext):
S =10, 0, 0, 0, 0] #initial state
ascon_initialize(S, key, nonce)
ascon_process_associated data(S, associateddata)
plaintext = ascon_process_ciphertext(S, ciphertext[:-16])
tag = ascon_finalize(S, key)
if tag == ciphertext[-16:]:
return plaintext
else:

return None
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