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Abstract

Fifth generation mobile networks (5G) private networks are being actively promoted not only by the
government but in the industry. The open radio access network (O-RAN) architecture is adopted to meet the
demand of providing high-quality and low-cost services, and thus, has become a popular solution for cus-
tomized application scenarios, such as smart factories, smart hospitals, public utilities, etc. Although the 5G
private networks can develop a new wireless scenario providing high-quality applications, the open RAN ar-
chitecture unavoidably raises new technical challenges on communications security. This article addresses the
differences of security requirements between 5G public networks and 5G private networks, meanwhile it dis-
cusses the interrelation and trends of the 5G O-RAN architecture, security standards and the risk of communi-
cation security. The integration and management issues with corresponding security challenges over 5G/Wi-
Fi private networks are elaborated and followed by a discussion on how artificial intelligence (Al) can play a
role in the trends of 5G and beyond 5G (B5G) security. This article shares our viewpoints on 5G information
security and hopefully can motivate more opportunities for industry-academia cooperation and new research
topics.
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