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Abstract

With the development of the Internet and hardware equipment, the Internet of Things (IoT) can be seen
everywhere in our life. In 2005, the International Telecommunication Union (ITU) pointed out that the era of
the “Internet of Things” is coming. Whether in a city, an industry, or a home, we can use the IoT to connect
devices in everywhere. In addition, there are reports indicated that the number of smart home devices in-
creased, and more and more people choose to use smart homes to manage their home devices. However, with
the increase in the number of people using smart homes, there are more and more doubts about smart homes.
Smart homes are full of information about various devices in the house. These data are closely related to the
privacy of everyone in the home. However, in the process of protecting these data, the computing power of
the device must be considered. Because the computing power of the devices in the home is usually limited,
this thesis proposes an identity and packet verification mechanism that gives the smart home a lightweight
computing and secure environment.
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