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Abstract

Due to the rapid development of quantum computers and the threat of Grover’s quantum algorithm, the
AES (Advanced Encryption Standard) encryption technology (AES-128) using a 128-bit key will no longer
be computationally efficient after the advent of quantum computers with sufficient qubits. Moreover, AES-
256 using 256-bit key must be upgraded to a 512-bit key to maintain the same security. However, there is no
AES-512 specification included in AES standard. This article proposes an AES-512 encryption and decryp-
tion technology based on AES-256 (called NAES-512) to solve the above problems. NAES-512 adopts the
AES-256 architecture and uses a new key expansion algorithm to generate the round keys required for en-
cryption and decryption. This study also uses Verilog to implement NAES-512 related modules. Experimental
results prove that the key expansion algorithm used by NAES-512 has good efficiency and security, and can
effectively decrypt ciphertext generated by AES-256. Experimental results also show that NAES-512 can cor-
rectly perform encryption and decryption on the FPGA development board, and can be used as a reference for
design of high-security encryption technology under the threat of quantum computing.
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