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Abstract

In large-number calculation systems, unforeseen links can be mined from amid a
chaotic mass of data. It is even possible to re-identify sensitive personal data of people
involved and thereby make a connection to sensitive information about individuals.
Therefore, data users find it difficult to envision possible future applications and
purposes, and often it is impossible to give the persons involved clear information about
the purpose of its collection and the scope of its utilization. In the past, most users were
unaware that a large quantity of personal data was organized and retained for different
purposes; however, this situation is now changing because with the retention of ever-
increasing quantities of data, there has also been an upsurge in awareness of data privacy.
To respond to the development of big data, it is essential to achieve a balance between
the safeguarding of privacy and the convenient use of data. Our study primarily aims to
present the implications and social effects of the impact of big data and the safeguarding
of privacy and de-identification. This study found that personal data protection issues
involved in big data cloud operations services are both deep and broad, and range from
broad issues of principle (for example, the scope of the effectiveness of the Personal Data
Protection Act, whether de-identified and encrypted data is classified as personal data,
and how to differentiate between data managers and trustees), to comparatively detailed,
technical matters (for example, the specific nature of the supervision of cloud service
providers who are entrusted with handling personal data and the measures frequently
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taken in response to international transmissions by cloud services), as well as the meaning

of special obligations for the protection of data in the cloud.
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