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Abstract

March 20, 2013, via the approach of patching cloud computing services of the servo,
through the attack method of wiping the disk boot master boot record (MBR), it caused
that more than 48,000 servos, computers and cash machines of three broadcast networks,
three banking and financial networks and two insurance companies in South Korea could
not work. This information security incident highlights the relevance in defense of the
information security insider threats. Based on the Attribute Based Access Control (ABAC),
which has been already included in the applications within the scope of version 1.2 of
the (information) Security Content Automation Protocol (SCAP), the standardization
process of the Trusted Computing Based Insider Threat Protection (TCBITP) clarified its
implementation framework; and via 5 dimensions and 29 strategies, a questionnaire survey
was conducted on 40 professionals to discuss the differences in cognition of this topic,
hoping for providing a reference for the implementation of cloud computing services face
of advanced continuity information security threats for the persons concerned.
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