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Abstract

In cyber world, it has been always an important issue that to prevent disasters from
external intrusion as well as internal attacks. How to effectively prevent from cyber
attacks or reduce the damage of a successful cyber attacks are then critical to be explored.
Usually they are rely on intrusion detection or intrusion prevention systems for early
warning, however, a software-defined network (SDN) architecture has been proposed
such that a self-developed SDN application program can be employed to effectively
defense and timely response to the potential network attack.

In this article, a concept that using Intrusion Detection System (IDS)/Intrusion
Prevention System (IPS) application with SDN automation is proposed. It can optimize
IDS/IPS alert procedures and shorten the time of amending network security policy on
network equipment such as firewall and routers. It is supposed to reduce the possibility
of a successful cyber attack than the usual way. Furthermore, SDN cooperated with
Open Flow can also discard attack packets in advance before they can enter into network
switch, this will reduce the bandwidth consumed by network attacks.
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