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Abstract

Intrusion detection systems (IDS) are often used as a network tool to monitor
network activities. Based on intrusion detection alerts, we propose a two-phase analysis
approach to automatically analyze the network flow payloads. The first phase aims to
extract the relations among IDS alerts and discover the suspicious attacks. In the second
phase, the investigation of a specific attack is carried out. The objectives of our approach
include collecting relevant evidence dynamically, trying to discover the attacks missed by
the signature-based IDS, and reducing data storage required to keep the evidences. In the
experiments with well-known data sets, the performance of our approach under different
IDS configurations has also been analyzed and presented in this paper. The experimental
results show that our analysis approach has ability to automatically extract relevant

evidence and save more storage space.
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