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Abstract

Botnet have been one of the most sophisticated and popular threats to Internet
security since many cybercrimes were launched by them, i.e., DDoS, spamming. To
detect the existence of a bot malware, the first step is to understand its behavior. In this
research, we take the advantage of virtualized environment and propose a profiling and
detection mechanism of bot malware in a virtualized environment. The proposed profiling
and detection agent lies in the virtual machine monitor to profile a malware execution
behavior. The output of the process is the characteristic description of the malware
behavior referred to as the malware profile that is aimed to be used for effective malware
detection. Besides passive malware detection, we also propose to use the obtained
malware profiles to conduct active fingerprinting to detect malware hidden in unknown
compromised computers. The agent sends specific stimulus to a targeted virtual machine
to examine whether any expected triggerable behavior are observed. We use 40 real-world
malware samples and several benign programs to show that our profiling and detection

mechanisms can correctly distinguish bots and benign software with low false alarm.
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