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Abstract

The unraveling of US government’s cloud surveillance mediated via private internet
service providers (ISPs), and the ISPs’ countervailing posture that followed, compelled
one to question whether the traditional line between privacy/trade secrets protection and
national security/business intelligence (BI) has been tilted in cloud computing arena.
Drawing on discourses over cybersecurity and cloud surveillance, this essay employs
documentary analysis and case studies to present differed driving forces behind public
and private sectors’ moves, and the ensuing implications upon lines between privacy/
trade secrets protection and national security/business intelligence (BI). This essay finds
that search for national security and BI has outpaced the development of regulation, and
thereby increasingly called for reshaping and redefining personal information and trade
secrets protection. In addition, government’s coercive request and clandestine espionage
upon ISPs’ data storage and transmission not only lead to likely leak of personal data and
trade secrets, but also undermine users’ confidence toward ISPs. The latter development
raises serious concerns over the prospect of BI, thereby inviting ISPs” collective

countermoves against public security services.
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